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Veracity

Veracity Networks, Inc. Vconnect™ supports single sign on (SSO) using Microsoft work or school
accounts (Azure AD) with or without AD Sync. Users manually provisioned in Vconnect use the email
SAML claim to link Vconnect users to Microsoft accounts. We currently do not support auto provisioning
via SCIM so the user must first be created in Vconnect with correct account permissions and correct
email address.

Initial Login

On the logon page to Vconnect you should see a button labeled “Sign in with Microsoft” that clicking
on will redirect you to Microsoft to sign in including any multi factor authentication MFA your
organization may have.

VWCONNECT

Login to your account
Enter your credentials below

2 Username

& Password

or

Be Sign in with Microsoft

powered by iPilot
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B® Microsoft
Sign in

Email, phone, or Skype

No account? Create one!
Can't access your account?

Sign-in options

Next

Upon first login attempt Microsoft will ask for consent:

B® Microsoft
admin@veracitydemaol.onmicrosoft.com

Permissions requested

Veracity Vconnect SSO
4cloudpro &

This app would like to:

~ Maintain access to data you have given it access to

s Sign in and read user profile

4 Consent on behalf of your organization
y g

If you accept, this app will get access to the specified resources for
all users in your organization. No one else will be prompted to
review these permissions,

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

It is recommended that a Microsoft Azure AD Application Admin (at minimum) first log in so that an Admin consent
is done preventing every user from having to consent. This can be managed later in the Microsoft Azure Portal as
discussed later in this document.

After successful login you will be redirected and logged into Vconnect.

From this point on you use the Microsoft login button to sign in as the username/password has been disabled.
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As Azure AD application administrator you can manage, consent and modify security requirements as you see fit.
Once any user (or admin) has consented at least once, Microsoft will add a new Service delegate application into
your portal.

Dashboard > Veracity Networks > Enterprise applications

=== Enterprise applications | All applications
—_— Veracity Networks - Azure Active Directory

«

+ Newapplication = == Columns Preview features | < Got feedback?
Overview
° € Try out the new Enterprise Apps search preview! Click to enable the preview. =
Overview

# Diagnose and solve problems Application type Applications status Application visibility

‘ Enterprise Applications v ‘ ‘ Any v ‘ ‘ Any v ‘ Apply m
Manage
B Al applications [0 veracity
Bl Application proxy Name Homepage URL

V Veracity Veonnect SSQ
V VeracitySMS

& user settings

BR Collections

Security

% Conditional Access

@ Consentand permissions
Activity

D sign-ins

# Usage & insights (Preview)
& Audit logs

& Provisioning logs (Preview)

If you would like to lock down which users in your organization can log into Vconnect you can enable user
assignment required and then manage the users/groups manually that have access.

Dashboard > Veracity Networks > Enterprise applications > Veracity Vconnect SSO

!I! Veracity Vconnect SSO | Properties

Enterprise Application

« & save X Discard [i] Delete Q Got feedback?

Overview

Enabled for users to sign-in? No )
Deployment Plan 2

Name* @ [ veracity veonnect sso V]
Manage
Ml eraperics Homepage URL. © [ o]
& Owners Logo @ \
&k Roles and administrators (Preview)
& Users and groups
3 Single sign-on [ selecta file |
@ Provisioning — [ htpsi//myappsmicrosoft.comysigni ity%20Vconr o/b .. ]
B Application proxy

Application ID © [ becbb64c-9bds-4079-8d20-4d5d61472b2b n|
© self-service

Object D @ [ 02220¢97-3de4-474b-8c77-aa4ff7851bbe n|
Security

Terms of Service Ul | publisher did not provide this information o
& Conditional Access
5. permissions Privacy Statement Url @ [ publisher did net provide this information o
@ Token encryption Reply URL @ | hitps; o dule.php ... m

;g Y

Activity User assignment required? © (v QD
D sign-ins N
9 sig Visible to users? © Yes No )
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To enable Admin consent if not done previously on first login you can grant under permissions.

As an administrator y

Admin consent  User consent

A2 Search permissians

API Name T.  Permission L Type

Mo admin consentzd permissians found for the spalication

VCONNECT &
MICROSOFT SSO

T Granted through

igning users directly to

T Granted by N

Today Vconnect does not require very many permissions as it is just being used for sign in but future releases will
add more that will then need to be consented to again such as granting rights to use the Graph API for

dashboards.

Additionally you can lock down access under the Conditional Access section to block if not on VPN or any other

requirement your organization may have.

Previously Vconnect allowed you to create user accounts with duplicate email addresses as long as the
username was unique. Going forward the system will not allow you to create a new account with a duplicate
email. However, to not break existing accounts, logging in via Microsoft Azure AD is not allowed if there are
duplicate emails as it is ambiguous which account to use. You can either rename the email address to be unique

or open a ticket to have a Veracity employee do it.
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